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FOREWARD

Vemotion specialise in the acquisition of analogue and IP video streams, compressing via H264 and
transmission of high quality video over low bandwidth and unreliable networks, as well a cost effective
delivery over high bandwidth providers. These networks include, but are not limited to Cellular, Satellite and
broadband bearers. Vemotion gives the ability to switch dynamically between low and high bandwidth video
streams, adjusting the video quality to suit. HD 1080p streams are catered for and ONVIF compatibility allows
integration into Video Management Software (VMS) platforms. Viewing the transmitted stream can be done
via a multitude of platforms, from mobile phones to command and control rooms.

This handbook provides a reference for users of the Vemotion applications. It aims to help you install and set
up the Vemotion software.

The system is flexible and may be tailored to meet specific business requirements.

For further details or if you need any extra support please contact Vemotion.

HOW DOES VEMOTION WORK?

Vemotion specialise in innovative video compression enabling multiple live video channels to be transmitted to
a server and then multi cast to a platform of your choice. You can allocate available bandwidth between
channels, increasing picture resolution to view a scene of particular interest.
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Remote Deployment
Encoder (RDE)

There are many software applications that work in conjunction with one another allowing video streams to be
taken from any source and transmitted to the viewing client.



Vemotion Video Server (VVS)

The VVS allows you to program how many cameras you wish the Encoder to have access to by adding a
channel per camera. The VVS also allows you to record the camera of your choice at the specific resolution, bit
rate & frame rate desired, as well as activating GPS locatoin. It also permits you to add either analogue or IP
Cameras, add PTZ control and handle encryption keys. It then sends the streams to the Vemotion Encoder
software to begin processing.

Vemotion Encoder (VE)

I”

Vemotion
encoder

The Vemotion Encoder transcodes live video captured from the camera into highly-compressed data finding a
perfect balance between quality and compression.

Local User Interface (LUI) — VB3X Viewer

VB JxViewer

The VB3X viewer will allow you to connect directly to the Vemotion Video Server to enable a live stream from
the camera to be viewed on the Hardware Encoder itself acting as a PC or to enable the video feed to be
viewed on an HD screen.

Vemotion Streaming Server (VSS)

The Vemotion Stream Server is used to consolidate and distribute the Vemotion video streams.



Vemotion V264 Player and Vemotion Viewer

f

Vemotion
Viewer

This is the software that displays the live video on the viewing device of your choice, be it CCTV control rooms,
PC, laptop or Android & iOS phones or tablet. The software not only displays the live video, it also enables
various control options.

Vemotion Android Encoder (VB-10)

£

Vemotion
Encoder

This Vemotion Android Encoder will allow your phone to become the Encoder and stream video to the
Streaming Server.

Vemotion Proxy

This software allows connection to a network video stream from the Vemotion Streaming Server from
ONVIF/RTSP and web clients. These clients can be viewing management software, to recording devices and the
video stream is in an open format compared to the stream that is viewed within the Vemotion Viewers and
Players.

VB-3X File Export

le

- Shortcut

Download Recording from the encoder using the VB-3X File exporter available from your Vemotion Account
manager. You can be hardwired to the Vemotion hardware unit or connect wirelessly. In both cases you have
to set up the network sharing setting and change the adapter settings so all units are on the same subnet.
Please see separate support guide.
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SETTING UP THE VEMOTION HARDWARE ENCODERS

This section will describe how to set up the hardware products, VB-30, VB-35 and the VB-36. It will detail via
the software, how to add cameras, set up the encoding parameters and recording capabilities and allow you to
set streaming profiles. Software is already loaded onto the hardware units and the standards consist of the
Vemotion Video Server and Vemotion Encoder.

At this stage you will need to plug a monitor, keyboard and mouse into your unit. Monitor will plug into the
DVI-I port and the keyboard and mouse can be connected via USB ports. You will see the following applications
on the desktop;

> =

ﬂhE m‘

- -
Vemotion Video
SEr e

Encoder

VEMOTION VIDEO SERVER SET UP

The Vemotion Video Server (VVS) takes the camera streams and sends to the shared memory on PC/device.
Any number of apps can get access to this shared memory.

Click on the Vemotion Video Server icon;

Vemotion Video

SErVer

This will open up the Vemotion video Server app.

Adding cameras



All units will come pre-set with 4 or 8 analogue video channels set on channels 1-8. Cameras can be named, in
the Name section, should this be of interest so the Name of the camera comes up in the main page and will be
the name of the camera when viewing.

In the camera tab you have the option to add, edit, delete or delete all. For adding cameras click add.

i Vermotion Video Server

File | Camera | Recordings Tools  Help
[ ca Add Type
| e anaogue [N
v Delete Analogue 2
v Delete Al tosogue |
v 4 Channel 4 Andlogue 2
x 5 Quadmr uad | o
v 6 «}» |Canon MS0B OMVIF .
x 255 Channel 255 Playback

This will bring you through to the Camera page.

Camera type

Select from the drop down list which camera you would like to add

- Camera

Camera Type | Analogue v
Desktop
FFmpeg
Camera Image File
Image Folder
Jpg URL
Name M |
Mpg URL
Source Mot
Onvi (H264)
Playback
Quad
RTSP (H264)
Sub
Visipack

Ll o b

Camera - is the next available line in video server to add camera
Name — what you wish to call the camera for the viewing clients to see it by

Source — is what hardware options you have available to you, most of our VBOX’s will have a capture card
internally so this allows you to associate a particular capture card to the BNC inputs. i.e BNC labelled V1 should
be paired with Analogue Capture (#01). In the picture below there is a USB camera attached, this has been
instantly recognised and appears as Hercules HD twist

TWEBD2 PCI, Analog Capture (#07)  »

TWEE02 PCl, Analog Capture (H01)
TWe802 PCI, Analog Capture (202)
TW&E02 PCI, Analog Capture (£03)
Hercules HD Twist

TW&ED2 PCI, Analog Capture (H04)

Capture Format and configure should be left as the default.
9



PTZ Controller for analogue cameras
If the camera has the option to PTZ click on the PTZ controller button

PTZ Cortrollar —o-  [MNore)

Recod [] | Reconder.. Allow remote recomding control

This will allow you to choose the protocols of the camera you are setting up from the Camera controller drop
down box

Camera Controller | None v ’

Rpec

Axis IP

Canon
Forward Vision
Foscam
Molyroc

NetVu DVR
Onvif
Panasonic IP
Pelco-D
Pelco-P
Petards Server
Prismatec
Senal Passthrough
Sesardi

Sonic

Tenvis
Videcon DVR
Visca

Select the protocol of your choice

Controller Select

Camera Controller | Pelco-D w
COM Post 1 & Papdlizries
Baud Rate %600 w
Diata Bits g v
Parity MNone o
Stop Bits One -
Address 1 B
COM Port

COM Ports on your VB hardware should be labelled. For example VB-30 has 4 com ports, COM1 Top right =
RS485, COM2 Top left = RS232, COM3 Bottom left = RS422. |dentify the right com port for your set up. Pin
outs and PTZ later are to be found later in this document.

Baud rate — Data Bits — Parity — Stop Bits - Address

Fill in to relate to the camera being used.

Click Ok to come back to the camera control page and what you have set will be displayed next to the PTZ
controller

PTZ Cortroler |:| Pelca-D, COM1, Addresss=1

10



Aux button

Some PTZ protocols have an auxiliary command in their command set. These commands map onto camera
specific functions. For example, some cameras that use Pelco P support auxiliary functions which allow the
different features, for example:

5 = Wiper
6 = Infra Red
7 = Backlight

The actual commands are just on/off commands by number. The functions are camera specific and not
something that you can query to discover, so the option to configure them is given in the software. The
configuration page you show allows you to specify Text so that it shows in the viewer, so the user knows what
setting it on/off should do.

Controller Select .9
Camera Controller | Pelco-D v
COM Port 1 B Audiaies [ .|
Baud Aate 9600 | Enter Auiliaries X
Data Bits Bl <o Jefo| b M4 X
Party None | Ax Tedt

Stop Bits One .

Address 1 B

Recording Analogue cameras

Cameras can be configured to allow or disallow recording on/off by other applications. Make sure the ‘allow
remote control recording’ is ticked to enable clients to be able to turn the recording on and off remotely. Then
tick the box to record.

Pl

[k ] Conce

Press the recorder button to see the recorder settings page;



B Recorder Settings

Files
New file every 1 2 minutes
Encode
Frame rate 6 v fps
Bérate 300000 < bps
GOP Size 60 =

Intel hardware encode [
Encode Date/Time [
Resize ] 720 4| x |576 '

»

[C] Apply to al recorders

Files

This denotes the length of each recording file. 1 minute files means that downloads of a particular recording
can be done very quickly at the client viewing end.

Alarm recording

Depending on what triggers and alarms you have set onto the encoder you can choose to activate recording
when trigger is on or off.

Encode the recordings
For analogue cameras you have the option to set the frame rate and bitrate for recording. For IP cameras this
is greyed out as it will record at whatever the IP camera is set to, however if you wish to change the setting tick

Encod
the encode box [ Encode

For IP cameras that support PCM A-law or m-law there is the option to record audio by ticking the following
tick box

Audio
[] Record audio (PCM Adaw and plaw support orly)

Frame Rate

Select the Frames per second you wish to record at

Bitrate

Select the bps you wish to record at
12



GOP size

GOP is group of pictures. This is set to 60 to minimise storage space consumption (reduce bitrate) under the
same frame rate, whilst maintaining video quality.

Intel hardware encode

For encoding and decoding Vemotion as default will use hardware acceleration of the unit in order to take the
load of the CPU. This option will therefore be ticked as standard. However this has been found not to support
all IP cameras, therefore by unticking this box the unit will only use software to do the encode/decode. This
will increase the load on the CPU and may mean you might not be able to use as many cameras on the one
unit as before.

Encode date/time

Date and time can be over laid on all recording. The time is set via the internet which is done via the streaming
server.

Resize

You can chose to resize the picture. The part in grey is what the input of the camera is coming in as:

Resize [ 20 x |575

Apply to all recorders

If this is what you wish to apply to all analogue cameras tick apply to all.

Press Ok

IP cameras will come either ONVIF compliant so you can use the ONVIF drop down box or you may have to use
the RTSP option and put the URL of the device in

RTSP camera
Choosing RTSP (H264) will bring up the following Camera page

Camera Type  RTSP (H264) w

Camera 7 =

Mame |Carnem 7

Hhways Active  [+]

U |

User | |

Pass | |

PTZ Controller | ... (None)

Recod [7] | Recorder.. Allow remote recording control

13



Camera

Denotes how the camera stream is logged in the Vemotion memory and will need to be duplicated in the
encoder software to make sure the encoder sees the correct camera.

Name

Name of camera

Always active (previously ‘stop on idle’)

If “Always active” is checked the channel will be running all the time, regardless of whether the video is
required for recording or viewing.

If it’s unchecked, then the channel will stop if it’s not being recorded or viewed, saving resources.

(e.gif 4 IP cameras are set up, if you were just viewing one camera and not recording any, you would only
need the camera you were watching so would probably not want to take in feeds from all at once)

URL

Add in the URL of the camera which usually looks like rtsp://IPaddress/xxxx and this is bespoke to each camera
type

User & Pass

The username and password are defined by the camera, if the camera needs user and password it will not save
when you try to OK the page

Advanced Options
Advanced Options *
Always Decode

Intel Hardware Decode

RTF Transport Tep W
Image Timecut 10 5| seconds
Dizplay Delay 0 5| seconds

==

Always decode

Previously Video Server only decoded H264 video from RTSP and ONVIF channels if it needed to. This was to
prevent unnecessary CPU usage. The video stream did not need to be decoded, if for instance it was being
recorded directly and nobody was watching the stream.

This leads to the user briefly seeing the blue screen in the live feed on the viewer, when switching to this
camera, as it has to find an appropriate place in the stream to start decoding from.

The "Always decode" option was added and is now selected by default when adding new channels.

14



This prevents the user seeing the blue screen when the camera is "Always Active", and switched to in the live
stream.

The reason behind leaving it as an option rather than just always decoding, is again down to CPU. You might
theoretically have 4 IP cameras being recorded, it would then probably only best to decode the ones you need
rather than all of them.

Always active is slightly different from the “Always decode” flag for RTSP/ONVIF channels, a channel can be
active, or always active, without needing to be decoded. (In the case where the IP feed is being directly
recorded to disk, without being re-encoded) Hence the 2 separate settings.

Intel Hardware decode

This box is ticked by default. However if there is an issue with the hardware decoder and the ONVIF camera,
which usually portrays as an intermittent white screen, untick this box.

RTP Transport

Transport is defined by the camera and can be highlight from the drop down box either, TCP, UDP or Http
depending on your camera source.

Image Time out

Image timeout means that if the channel connects to the IP camera and fails to get a video image for X seconds
it will tear down the current connection and establish a new one.

Display delay

Image delay buffers the received video for X seconds before displaying it, this will smooth out the video stream
as it can play/freeze/play/freeze when sending over a particular, lossy, latent network such as satellite.

PTZ Controller

See Analogue PTZ section

ONVIF camera

It is also possible to add an IP camera if it is onvif compliant

B Carmera *

Lamara Typs Orretf (H26:4)

Camem 1 -

[ame Camers 1

Hwmys fctree [

Heal 1020218 | Pon B0 =
. sdmn | Pams | 5393
Prafin man | T
Achvanced... ] Wb Configuration Ermbled
Pat 20 =

BT2 Contmoder [

Facerd [ Recorder... [+ &iow remobe recosding control

15



Camera

Denotes how the camera stream is logged in the Vemotion memory and will need to be duplicated in the
encoder software to make sure the encoder sees the correct camera

Name

Name of camera

Always active (previously ‘stop on idle’)
If “Always active” is checked the channel will be running all the time, regardless of whether the video is
required for recording or viewing.

If it’s unchecked, then the channel will stop if it’s not being recorded or viewed, saving resources.

(e.gif 4 IP cameras are set up, if you were just viewing one camera and not recording any, you would only
need the camera you were watching so would probably not want to take in feeds from all at once)

Host & Port

Add in IP address of the camera and the port it uses

User & Pass

The username and password are defined by the camera, if the camera needs user and password it will not save
when you try to OK the page

Profile

Press the ‘?’ to find the profile of the camera. If no profiles can be found then the camera may not support
ONVIF or profiles of ONVIF, the error message below will appear. Please then revert to adding as an RTSP
(H264) input.

Fror x|

@l No profiles found. Check camera details are correct

(

—  Anerror occurred while receiving the HTTP response to
http://152. 168. 1. 195fonviffdevice_service. This could be due to
the service endpoint binding not using the HTTP protocol, This
could also be due to an HTTP request context being aborted by

the server (possibly due to the service shutting down). See server
logs for more details.

[

Advanced Options

Always decode

Previously Video Server only decoded H264 video from RTSP and ONVIF channels if it needed to. This was to
prevent unnecessary CPU usage. The video stream did not need to be decoded, if for instance it was being
recorded directly and nobody was watching the stream.

This leads to the user briefly seeing the blue screen in the live feed on the viewer, when switching to this
camera, as it has to find an appropriate place in the stream to start decoding from.

The "Always decode" option was added and is now selected by default when adding new channels.

This prevents the user seeing the blue screen when the camera is "Always Active", and switched to in the live
stream.

16



The reason behind leaving it as an option rather than just always decoding, is again down to CPU. You might
theoretically have 4 IP cameras being recorded, it would then probably only best to decode the ones you need
rather than all of them.

Always active is slightly different from the “Always decode” flag for RTSP/ONVIF channels, a channel can be
active, or always active, without needing to be decoded. (In the case where the IP feed is being directly
recorded to disk, without being re-encoded) Hence the 2 separate settings.

RTP Transport

Transport is defined by the camera and can be highlight from the drop down box either, TCP, UDP or Http
depending on your camera source.

Image Time out

Image timeout means that if the channel connects to the IP camera and fails to get a video image for X seconds
it will tear down the current connection and establish a new one.

Image delay

Image delay buffers the received video for X seconds before displaying it, this will smooth out the video stream
as it can play/freeze/play/freeze when sending over a particular, lossy, latent network such as satellite.

WEB Configuration Enabled

This tick box is used to enable access to the Onvif devices web pages from the V264Player using the socket
tunnel feature.

[[] Weh Corfigurstion Erabisd
Port |0 =

PTZ Contoller for ONVIF

With ONVIF cameras if they are also PTZ, the profile that you chose on set up will automatically follow through
for the PTZ so it is just a simple tick box to enable PTZ

PTZ Cortroller [+

Saving IP camera config to USB to transfer to another VB Encoder

Once you have gone to the trouble to add the IP cameras and all their URL’s it is handy to be able to transfer
that data to another encoder via a USB stick. Go to C drive/program data/Vemotion/Video Server and copy the
config.xml file to the USB.

‘Gk ')x— | .~ Computer VBOX351 ~ system (C:) - ProgramData - Vemotion = VideoServer =

Organize *  Indudeinlibrary =  Sharewith ~  Mew folder

- Favorites hame Date modified - Type

Bl Desktop = canfig.sxml 21042016 10:09 XML Diw

On the new encoder delete the current config.xml files and copy the new config file in the same location as
above. It is important to note that any analogue cameras that were in the transferred config file must be
deleted and reinstated as the analogue/direct show channels do not transfer and save.
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IP Camera — Enabling two streams from one camera

Most IP cameras have the ability to encode two separate streams in H264. This gives you options to set low
and high bandwidth outputs as well as being able to send two encoded streams, perhaps an overview as well
as a tight close up stream.

rtsp://192.168.1.90/videoinput_1/h264_1/media.stm
rtsp://192.168.1.90/videoinput_1/h264_2/media.stm
Or if truly an ONVIF camera it will find the profiles you have preset in the cameras.

’

Set up two channels as per the instructions in the ‘Adding IP cameras in Vemotion Video Server’.

Adding a QUAD view for multiple cameras

In the drop down box you have the option for adding a Quad view.

X
Cranne Trpe  [EEETR ~
Channe! |4 3
MName |Charmad
StopOnide @
Channels
o ==
==
Resolution |704 576 | Fos |25 =
Recod [~ Recorder... |
Cancel
Channel

By selecting the channel numbers of the cameras you have already added, you can manage how you view the
4 different cameras. It may be you have added more than 4 and wish a quad view of a selective cameras. Note
you cannot add the channel number of the quad to the channels quadrant.

Resolution

The resolution denotes the max level of stream you will want to send to the encoder and stream plus the
option of changing the frame rate.

Resoution 704 x 576 = o {25 =

160 x 90

Record I 160 x 120
176 x 144
256 x 144
320 x 180
320 x 240
352 x 288
512 x 288
640 x 360
640 x 480

720 x 576

1024 x 576
1280 x 720
1280 x 960
1600 x 800
1520 x 1080

Adding Playback for multiple Encoders
Playback needs to be in place in order to view recorded playback per encoder on the unit. Click the Playback
drop down to program.
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If there is no Playback in the drop down. Make sure you have FFMPEG downloaded from your support and
maintenance website and saved in Video Server Program folder which is found in C:\Program Files
(x86)\Vemotion\VideoServer.

t o I

Channel Type | Playback -
Channel 253 =

Mame Channel 253

Aways Active

Loop

Duration 1 2 minutels)
Show play icon  [V]

Scale height 7] 288 - | picels

Channel and Name

Set to any channel preferably a high number and channel name can denote which camera you are playing back

Always active

If this box is left unticked which is set as default, then if no one is viewing video or not recording then it stops
getting data from camera which means that it preserves processing power.

Loop

Loop means that it will keep playing the file over and over again in the V264 player until the stop button is
pressed.

Duration

This is the length of files that you can playback. So if you want to playback one minutes worth of recorded files
set to one minute. If this synchronises with the fact you are recording files by the minute, this is fine. If you
now put the duration to 60 minutes. When you start playing your one minute file in playback from the viewer,
it will play the first file you select and then continue to the next file and so on and so forth until you either stop
the playback manually or it reaches 60 mins and it will stop itself.

Show Play Icon

Tick this if you want to see the play icon, it helps for you to know you are playing back the recording of you see
the playback arrow

Scale Height
To be kept at 288

Press Ok

This will return you to the Vemotion Video Server main page.
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! Vemotion Video Server

File  Channel

Recordings Help

Channe

Type

MName

Recording File

Error

1

TWE8XX

Channel 1

TWE8XX

Channel 2

TW6E8BXX

Channel 3

TWE8XX

Channel 4

S NINIR]SS
[T SR N

(=1}

Quad

Channel 5

cjljejeje e

RTSP Channel 6 I Timeout

x 253  |Playback |Channel 253 Vemotion LUI playback
X 254 Playback |Channel 254 IP playback
x 255 Playback |Channel 255 SD playback

10Service: Connected

sy

Green ticks mean that there is processing video so analogue will always be ticked and IP will only be green if

recording or viewing as will quad or playback. (Play back will be higher channels 255 and is working in the
background so ignore if red cross’s)

Adding an HD-SDI camera

The ability to add HD-SDI is an option and requires a bespoke built VBOX or an external HDSDI to USB
interface. This VBOX will have a different interface and drivers to enable the HD-SDI. The drop down box for
HD-SDI will read AverMedia. This will be pre-set when the unit arrives and you should only need to change the

Resolution, bitrate required and record option. Before updating software it is important to note the card type

and source so that it can be input for software upgrades.

£ video Channel

g X

Channel Type | AverMedia |

Name

Source

Format

Card Type

Resolution
H264 Bitrate

Channel |6 3:

|Channel 6

{cm3138 ~|
[soI ~|
[PAL ~|
¥
T

Recod [ Recorder... I

Card Index

Tools tab in the Vemotion Video Server, press Tools and Options;
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E Yernotion Video Server

File Camera Recordings | Tools | Help

Camera Mame Options

Recording tab
§ Options

Recording  Generl  Encryption

&1 Enable Recording Enable GPS Recording

Primary Storage Folder |D.‘x‘.ﬁden-5mer5tc~rag¢

Secondary Storage Folder |C:‘x"."|dun§eruer51cuagu

Mirimum Free Disk Space (MB) 1024 =

Recording retertion period (days) 0 =

Recording Storage Folder

To enable video recording to the unit you must tick the enable recording. If you wish to record the GPS meta
data to the file as well please tick the Enable GPS recording (you must have a GPS device configured to your
Vemotion hardware in order to record GPS data to the files).

There are then two choices a primary and a secondary folder to store the video and GPS data to. To record to
an external recording device, use the folder selector button on the primary storage, to select were to store the
footage. Secondary storage is only used if it cannot see an external device, this should be the D drive in all
cases so input D:\VideoServerStorage in the secondary folder.

Minimum free disk space

Free disk space gives a buffer so disc is not maxed out. Recording will continue and not stop when the storage
device is full it will rewrite over existing files.

Recording Retention Period
Retention is the time before files will automatically be deleted even if free disc space.
General Tab - Enable 10
§ Options
Recording Generl  Encrypiion
Enable 10 []
In the General tab there is the ability to record on triggers. Tick this box and the unit will record on, an on/off
trigger. Emails can also be sent on trigger events, the list of e mails should be entered in the Vemotion

Streaming Server software on the server. This is done when adding a new encoder to the Streaming server
software (not video server) and the e mails are registered in the Notifications box, see below;
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Add Mew Encader X

Basic Properties

Name ENCODER| |
Maxdmum Connections 100 =
Encoder Id [ENCODER4

Email Motifications
Comma separated list of email addresses for encoder notifications

Encoder Connections./ Disconnections
[] Encoder Alam Events

Integration
[] Enable output messages to 3nd party integrations

User Access

Edit...

Cancel

Encryption Tab for recordings

This encryption tab is to do with encrypting the recordings, NOT the video stream transmission. It is a
chargeable product through licensing in the Streaming Server. It is enabled and disabled from the Streaming
Server so you can remotely activate encryption of the recorded files. It does not matter how many encoders
you have on the VBOX all recorded data will be encrypted or not with a push of a button from the Streaming
Server.

Reconding Genersl Encryption

Encryption Status: Disabled

Selected Public Key Ale:  VBOXE33-1-PGP publey

Select Public Key Deselect Public

You have got the option of loading your own keys onto the unit by using the Select Public keys but you must
turn the recording on via the Streaming server to enable the encryption of recorded files on the VBOX. So
Encryption is only able to be turned on remotely not on the box itself. However if you deselect the public key
this will turn encryption off, all files going forward will be unencrypted.

Go to your Streaming Server and edit an encoder.

If the encoder is not online and connected to the server you will see the encryption status: Unkown, as below
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PGP Video Encryption
Encryption Status:  Unknown

Generste Kays

When the encoder is online this changes to

PGP Video Encryption
Encryption Status:  Off - VEOXE33-1-PGP pubkey On f Off
Generate Keys [ Assign Key Remove Key

This currently shows encryption is off and is seen in the Video server as

Encryption Status: Disabled
By toggling the On/Off button you will turn encryption on and off

PGP Video Encryption
Encryption Status:  On - VBOXE33-1-PGP pubkey On /Off

Video server now shows as

Encryption Status: Enabled

By clicking Generate Keys, the following PGP Key generation page appears:

PGP Key Generation >
5P Video Encryptior

noryption Status; O Pass Phrase |

e Identity VBOXEIZ-1 |

Output Name |VBOXB33-1-PGP |

Generate Keys | Close
I

Add the Pass phrase, this is the password needed to associate with the generated keys for viewing recorded
data and will have to be input into the video server. Output name is the name of the key and can be changed if
needed.

By adding a pass phrase and clicking generate keys, this will then ask for you to select a folder to save keys to:
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PGP Key Generation “ | Browsze For Folder x

Pass Phrase |VBOXB33-1 | | Select output of key fies and key generation parameter fie
Identity [vBOX823-1 |
Onelrive ~
v 2 Vemoticn
Output Mame |VBDK&33—I-PGF | AppData
[23] Contacts
Generate Kays I Close ! Desktop
' ) W |::] Documents
CameraManagementTool
KEYS
Encryption -

If keys are already in the file it will ask if you wish to overwrite files, once key generation complete press ok.

Now go to the folder you have saved keys to and there will be three files

|| VBOX833-1-PGP.genparam
| ] vBOX833-1-PGP.prikey
| | vBOX833-1-PGP.pubkey

GEMPARAM File
PRIKEY File
PUBKEY File

Genparam will contain the identity of the encoder and the passphrase to use with the private key to decrypt
Prikey is the private key for decryption
Pubkey is the public key for the Video Server front end

Return to the streaming server and editing the encoder of choice and press Assign Key

Organize = Mew folder ez - Il | 9
e
- . - £ e
WGP pubkey [ VBOX833 Marme Date modified Type
I Deskio | | VBOX833-1-PGP. pubkey 23/03/2018 1&:16 PUBKEY
g

[5] Decuments
0 * Downloads
J Music v o<

File narme: vI PGP public key files (*.pubkey)

v Open Cancel

Highlight the key of choice and then press open. This then pushes the key to remote VBOX, where it will
appear in the Encryption tab as the Selected Public Key

Recording General Encryplion
Encryption Status: Enabled

Selected Public Key Fle:  WBOX313-1-PGP publey

button in the streaming server will take the key from the remote VBOX and also disable
the encryption. You will now see Encryption disabled in the VBOX video server.
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Recordng General Encrypion
Encryplion Staius: Disabled

Selected Public Key Fle:  Mofile selected

The VBOX has to have the public key pushed to it in order to encrypt the recordings

NETWORKING AND CONNECTING IP CAMERAS

All IP Cameras will need to be powered separately from the Vemotion hardware. If you wish to power from a
VB36 or VB30 device ask your account manager for more details.

Connecting IP cameras

Power the camera and add to one of the RJ45 ports. There is usually a port marked with a static IP address.
Make sure your camera is either on the same subnet as this IP address or reset the subnet on the Vemotion
unit itself.

To reset the subnet on a specific port, plug in the camera, go to Open Network and Sharing Centre. Bottom
right of screen where the date and time is.

Troubleshoot problems

Open Network and Sharing Center

i4 v

Click on Change adapter settings

S Metworkand sharngcenter =lolx|
JC) 5~ ConalPanel - Hetmiark and inemet ~ Nework and Sharng Center = B [seven Contropanel @

@

Control Panel Home: View your basic network information and set up connections

Manage wireless netwarks [* _— \;h X @
Change adapter settings VBOX168 vemotionENG 4 Internet
Change am-an:ej irmg settings (This computer)

View your active networks Comnect o disconnet
I,} vemotionENG 4
9 Work network

Change your networking settings

See full map

Mo Internet access

Jess Network Connection
MotionENG)

i Setupa new connection or network
= Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access paint.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

i

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

&

1

Troubleshaot problems
Diagnose and repair network problems, or get troubleshooting information.

[ia

See also
HomeGroup
Internet Options

Windows Firewall

This takes you to the Network Connections page where you should be able to see what is connected.

o
[<®

| &7~ Control Panel ~ Network and Internet ~ Network Connections ~

Organize v C il ]
.: |y Bluetooth Network Connection l‘. i oHee .: 4/ Maintenance
S Not connected S5 Network cable unpiugged W Network cable unplugged
X 3 Bluetooth Revice (Personal Area Net... 3¢ @27 Realtek PCle GBE Family Controller b4 @ Resltek PCle GBE Family Controller =2
.: |y  Mobie Broadband Connection 2 .: |y VWireless Network Connection
.5 Not connec 7 vemotion
X ] sierra vireless Mobie Broadband te. . Al 10teiR) Centrino(R) Advanced-u 5235

To check which port your camera is connected in, you can disconnect the camera and reconnect and check to
see which disconnects and shows a red cross and connects.

Right click on the icon and then left click on properties
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1N A T S -

_— |
9 @7 Realtek PCle GBE Family Controlier ¥ @

@ Wireless Network Connection

@ vemotionENG 4
alll Intel(R) '.?;.'Di <able
Connect / Disconnect

Status

Diagnose

¥ Bridge Connections

Create Shortcut
Defete
P Rename

Left click on Internet Protocol Version 4

Wireless Network Connection Properties 7

Networking | Sharing |

1V

Connect using;
| &Y Intel{R} Centrino(R) Advanced-N 6235

This connection uses the following tems:

(] 9% Client for Microsoft Networks

.@ File and Printer Sharing for Microsoft Networks
48} 005 Packet Scheduler

«&. Link-Layer Topology Discovery Mapper 1/0 Drver
<. Link-Layer Topology Discovery Responder

-4 Intemet Protocol Version § {TCP/IPvS)

B Intemet Protocol Version 4 (TCP/1Pv4)

Install... I Wrinstall | : Kmﬂ%
Descrption l‘s ;
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

0K Caniel

Left click properties
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N L A

Internet Protocol Version 4 (TCP/IPv4) Properties 21 x|

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask vour network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
—{% Use the following TP address:

1P address: 192,168 . 2 , 190
Subnet mask: | 255 .255.ps5 . 0
Default gateway: I : . i

£\ Obtain DHS seryer addtess automatically

—{% Use the following DNS server addresses:

Preferred DIS server: I ; 3 ;
Alternate DNS server: I ; g ;

[ validate settings upon exit Advanced... I
%‘ I Cancel |
T

Click on Use the following IP address and add in the IP address to match the same subnet as the camera with
the fourth Octet being different. Press Ok

Your camera and Vemotion box should now be linked and if you have already set up the Video server you can
press the record button as a quick check to see if the camera is set up correctly. This should bring up a
recording file in the recording column of the home page of Video Server. See below picture, camera 6 is
connected and programmed and showing a recording file. Camera 8 has timed out as cannot connect to IP
camera.

! vemotion Video Server

File  Channel Recordings Help

Channel | Type Name Recording File | Error
v 1 TWE8XX | TPL dome J
v 2 TW6E8XX |Concept pro 2
v 3 TW68XX |Channel 3 2
v 4 TW6ESXX | Channel 4 9
x 5 Quad Channel 5 2
5 RTSP annel 6 0160 0 A 6.mp4
v 8 RTSP Headrest 720 @ N Timeout

If no recording channel appears, check the camera is connected and powered, you can ping the camera and
you can browse to it too.

VEMOTION ENCODER SET UP

Before you set the encoder up you must have set up the Video server in entirety.

Vemoton
encoder
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Project — open new project

B Vemotion Encoder - Lvep!

- Ope! Project..

Save Project

|

Save Project As...

Exit

Setting up Default Profiles

After selecting new project this will take you through to the Default Profiles Wizard page.

Default Profiles Wizard x

Welcome

Create the defaul encoder profiles.

« Back Next > Cancel

Click Next
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Video Source Page

Video Source
Select the vidso sounce properties for the default profiles.

Y

Default Video Server Camera h el
Select the resolution that closest matches the camera source

() 352 288 {CIF}

) 704 % 576 (4CIF)

@ 720x 576 (D1}

) 512x 288 (16:9)

) 1280x 720 (HD)

() 1920 1080 {Full HD )
<Back | MNed> Cancel

The Default Video server camera should be set as the first camera that the encoder shows on start up. This
number represents the line item in the video server so 1 is Camera 1 in the video server:

i Vemotion Video Server

File Camera Recordings Tools Help
Camera MNama Tvpe

5 | owma ks

Once this is chosen then select the resolution closest to the cameras you are using.

Press next

Camera Selection page

The next page is the Camera Selection. This page will be pre populated with all the cameras you have set up in
video server. However if you only wish to stream one or two of these untick the cameras you do not want to
stream.
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Default Profiles Wizard

Camera Selection
Select cameras available through this encoder

Camera Contraller Video Server ~

Camerss -8 Camerss 916 Camerss 17-24  Cameras 25-32  Playback

Charngl 1 Cuad
Channel 2 b Canon M508
[ Charnel 2 ]

[+l Charnel 4 O

Camera Controller

You will also note that there is a drop down box in the Camera Controller. This is for 3" party software
applications Vemotion has integrated with, these do not use our video server for cameras input. i.e APEC has a
hand controller that sends the camera of choice to the encoder. This may limit recording options.

Playback Tab

Also on the camera control page there is a Playback tab. For the encoder to be able to playback video in the
V264 Player, Playback must be ticked.

Camera Contraller Viden Server v
MNone
Apec

Cameras 1-8  Camera Mohyme er
Video Server

Camera Controller Video Server e

Camerss 1-8 Cameras 316 Camerss 17-24 Camerss 25-32 Playback
Enable Playback Channel

Channel Id [255 [2]

Overlay options page

If you want date and time on the screen, tick encode text overlay. Time and date will be synced with the
windows operating system on the VBOX itself. If this is to be seen on all transmissions then tick apply
to all. Then click next.

Output Page

This is where, on initial set up you put the IP or DNS address of the server you will be streaming to. If you
are being hosted on the Vemotion server these details will be sent to you or will already be set up. You
can set up multiple encoders to go to different Streaming servers on the same VBOX unit, for example.
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Outtput
Set the output for this encoded stream.

Server Host: |vma.vemotion.com Pot (800 o
Encoder Id: VBOXB33- 1 =
ssL [
Encrypbion Onby
Encryption and Cestificate Authentication

Metwork Connection | Any
MAC Address Ethamat
Adapter Local Area Connection™ 3

Local Area Connection™ 2
Wi-Fi

Server Host

Enter the DNS or the Fixed IP address of the Server you are transmitting to.
Encoder ID

This must match the Vemotion Streaming Server, Encoder ID. This is preset and you can only change the
encoder number e.g. VBOX833-1. See the box below as a reminder from the Vemotion Streaming Server
Software, please see a separate user guide for this. Picture below is what it looks like in the Streaming
server and where you add the encoder ID.

Edit Encoder

Basic Properies
Wame WVBOXE33-1
Encoder |d VBOXB33-1
Encoder Licence Ureesricted
Port

This is the specific encoder port and is set to the default of 8000

SSL

Leaving the SSL tickbox un-ticked will allow the connection to be sent with no encryption

Ticking SSL Encryption only will send using SSL and TLS but will require no SSL Certificate to authenticate the
connection

551 A
{®) Encryption Only

SSL Encryption with Certificate requires the server to be set up with either a CA or a self-certificate (see first
part of this guide)

551
() Encryption Only
{®) Encryption and Cedtificate Autherfication
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Below are steps for setting up the different levels of SSL and the options you have within the Streaming server
software.

Streaming server — Setting SSL up
First, locate your C drive (C:)

== Windows (C:)
Navigate to Program Files (x86)
Program Files (x28)

Navigate to Vemotion

Yermotion

Navigate to StreamingServer

StrearmningServer

Navigate to StreamingServerConfig

& StreamingServerConfig

Once you have clicked this, you will have this screen in front of you.

& Streaming Server Configuration — O *

Options
General
Email
Ports
Encoder
Flayer
Made

Outputs
Alert Server
Panoptech
Sentinel
GPSITCP

SSL Certificate Options

[ Use 551 Certificate

Use a Self-Signed Certificate

Ok

Cancel

32
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server configurations settings. The
SSL Settings are located 3™ down on
the list.



On this screen, you can see the option to use SSL and the opportunity to use a self-signed certificate.

If you click Use SSL Certificate, the additional secure ports will be opened up to you.

& Streaming Server Configuration — [m} X
Ports Options . .
Ot P You can locate this tab just below
ptions o
General the SSL certificates.
Email Player Port 4444 |2 (TCP)
w Player Seaure Port 55 & (e As a default, the secure ports are
Encoder S w0 & o) 5555 and 8001 (These can be
Player modified as per your setup)
Made Encoder Secure Port 3001 = (TCF)
Outputs
Alert Server
Panoptech
Sentinel
GPSITCP
Ok Cancel

You have two options with the SSL, Self-signed and CA.

Self-Signed

Self-Signed is a self-signed certificate is an identity certificate that is signed by the same entity whose identity
it certifies. This term has nothing to do with the identity of the person or organisation that actually performed
the signing procedure. In technical terms, a self-signed certificate is one signed with its own private key.

Regarding the use within Vemotion, You are creating a private key between server and encoder.

The certified chain is a trusted validated chain and starts and ends with the root certificate containing both the
public (encoder) and private key

On initial connection to the server, the ‘public’ client (encoder sending data over the internet) checks the
certificate from the server is valid by checking the trusted root certificate.

This connection is trusted as you have created it, then the chain will be trusted allowing the stream to be sent
to the server.

In non IT terms, the encoder will send the data over the secure port (8001) and check if the player (server) port
(5555) has the correct SSL Certificate loaded on to it. A virtual handshake is made, and the connection is now
authenticated.

CA (Certificate authority)

A certification authority (CA) is an entity that issues digital certificates. A digital certificate certifies the
ownership of a public key by the named subject of the certificate. This allows others (relying parties) to rely
upon signatures or on assertions made about the private key that corresponds to the certified public key. A CA
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acts as a trusted third party—trusted both by the subject (owner) of the certificate and by the party relying
upon the certificate. The format of these certificates is specified by the X.509 standard.

Regarding the use within Vemotion, These are certificates that are authorised by a governing body to a specific
owner/organisation. If your group uses these, Please have your server/IT team load the relevant certificates on
to your server and encoders so your own CA can authenticate each connection.

Hint:

You can locate you loaded certificates by opening your Local Computer Certificates below:
| |
; File Action View Help .

ol AN Nlecs (M= RMCNERY 2 This screen can be opened by

=

(5 Certificates - Local Computer A || |ssued To Issued By Ex Writing Cert in your PC’s search

v Pérsonal “igl\u'emotion Streaming Server Vemotion Streaming Server 0g
| Certificates bar.

| Trusted Root Certification

| Enterprise Trust . .
| Intermediate Certification In the picture, you will see the

| Trusted Publishers Vemotion self-certificate
| Untrusted Certificates

%] Third-Party Root Certifica generated by the SSL config
| Trusted People

| Client Authentication lssu
| Preview Build Roots

| AAD Token Issuer

| Other People

| Homegroup Machine Cer
| McAfee Trust

| Remote Desktop

F ertificate Enrnlmant Ran ©

£ > £ >

screen.

|Personal store contains 1 certificate.

Network Connection

Network Connection IAFI)' _'_]

MAC Address Wireless Network Connection 5
Maintenance
Adapter | n/ip
Local Area Connection 3

< Back Next > Cancel

Here in the Network connection drop down box you have the option to connect to a specific Network
connection. You may for example have multiple routers attached to the hardware unit and a specific
encoder can utilise a specific network.

Summary Page

This give as overview of what you have entered, if you are happy:

Press finish.

Save the project file by pressing save as and save to the C drive
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You can also save this file to a USB should you wish to transfer to another encoder stream. Remember
to change the stream ID in Output page as this will always be bespoke to a specific encoder.

START ENCODING and if a camera is connected you should see an input and output video stream in
the encoder.

Data Saver

Finally once you have set up your profile you have the option of a data saver tick box. If this is ticked it means
that if there is little movement in the transmitted picture, only the areas of movement will be transmitted,
therefore saving precious data.

O Vemction Encoder - IP7.vepf

256144 Tps B

256x144 4ips 20

512x238 Tips 20

I 5124288 Zips 40

512288 Gips 80

512288 12ps 16

512288 25ps 30

640360 25ps 50

[ R —

DataSaver

Editing, adding or cloning a profile

If you want to change you profiles you can stop encoding, go to profiles and choose to add, edit or clone a
profile. Edit can be done to make a small change like adding audio or if you wish to add a new profile from the
beginning choose add. Clone will allow you to add a new profile and be able to tweak certain elements of the
profile so it will clone the IP address you are sending it to and the resolution.

Adding audio

In order to add audio to the encoder you must EDIT profile

N Vemotion Encoder - 1.vepf

) Start encoding

,a, Add Profile
Profiles || EditProfile |

| Clone Profile
ﬂ Delete Profile

35



On the source page a tick box will appear for audio, choose in the drop down the audio required 1, 2, 3, or 4
of the Analog Wave in. This relates to phono A1, A2, A3, and A4 of the D type octopus cable - 4 BNC and 4
phono. V1 and Al will relate to camera input 1, for example. Tick apply to all profiles.

M Audo | TWE802 PCI, Analog Waveln (#01) %

Microphone (2- Hercules HD Twist Mic
TW6802 PCI. Analog Waveln (#01
TW6802 PCl, Anzlog Waveln (#02)
TWE802 PCI, Analog Waveln (#03)
TW6802 PCI. Analog Waveln (504)

Format

The Format button allows you to configure the stream profile for IP cameras. For Analogue cameras the
input source is kept at CIF (352x288) for the vast majority of profiles, this can be resized down if need in the
video options page. If you do wish a 704x 576 input for a higher bandwidth this can be specifically input here.
Click apply when you have selected your choices.

I3 . e —— o
Add Profile wizard x|
Cruwra
Xlfices
SMSource Pin Properties I
~Video Stream
Color space / Compression : ||42[] ']
Output size: [176x144 (11:9) =
160%90 (16:9)

Framerate : |160x 120 [(4:3

256%144 (16:9)

320:180 (16:9)

320240 (4:3)

352288 (11:9)

512288 (16:9)
640 % 360 (16:9)

OK 1640x 480 (4:3) Apply

704576 (11:9)

igg: xﬁ ;gs [ﬁg:]ﬁl e seftings to all profiles

12802720 (16:9)

1280 x 960 (4:3) Cancel

“11600 % 300 (16:9) _] —I
1920 = 1080 [16:

o Not COHMHWS SELLEHALE) Sending

Understanding the video resolution standards for both standard definition and HD formats will help you with
your choices of output sizes to match with the camera and profile streams desired.

CIF, known as either Common Intermediate Format or Common Interchange Format, is the standard bearer for
most Web conferencing solutions. If you are transmitting over a low bandwidth network CIF may be the ideal
resolution. CIF itself is defined as having an image resolution of 352x288.

QCIF, or quarter CIF, offers a 176x144 resolution by halving both the horizontal and vertical resolutions of the
base CIF.

Lower resolutions are also available to support low bandwidth video transmissions.
4CIF offers double the image quality at a resolution twice that of CIF at 704x576.

The introduction of high definition (HD) video has added both new choices in video transmission. HD video,
not surprisingly, adopts the formats found in HDTV broadcasts and has three primary standards: 720p, 1080i
and 1080p. In all three cases, the number in each reflects in the number of horizontal lines in the resolution,
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with the letter denoting either progressive or interlaced scanning. All HD video formats utilize a 16:9 aspect
ratio, producing a rectangular, widescreen image. So 720p offers a resolution of 1280x720 and progressive

scanning, while 1080i delivers video resolutions of 1920x1080, but uses an interlaced scanning method for

display. Likewise, 1080p offers the same 1920x1080 resolution with progressive scan.

While high definition television broadcasts adhere to these three standards, video conferencing products are
now offering quarter high definition (QHD) as an alternative to CIF. A definitive answer on video resolution for
QHD varies, in the drop down box there are multiple options for a 16:9 aspect ratio, which translates to
reducing both the horizontal and vertical dimensions of 1080p or 720p respectively. With low bandwidth
bearers you may wish to try 1080p resolution at a very low frame rate to afford the benefit of the resolution
but not max out the bandwidth available.

Understanding that the mobile network bandwidth you have available maybe highly variable at, not only
different locations but also different times of the day. Setting up a range of profiles like the below will giving
you the maximum flexibility to get the best out of your deployments at any one time.

QCIF 1fps Skbps
QCIF 4fps 20kbps
CIF 1fps 20kbps
CIF 2fps 40kbps
CIF &6fps 80kbps
CIF 12fps 160kbps
CIF 25fps 160kbps
CIF 25fps 300kbps
4CIF 1fps 300kbps
4CIF 2fps 300kbps
4CIF 5ps 300kbps
4CIF 10fps 200kbps
4C|F 25fps 300kbps
4CIF 25fps 500kbps
4CIF 25fps 200kbps
4CIF 4fps 1000kbps
ACIF 25fps 1000kbps

Video options page
Here you can set the specific bitrate, frame rate for the transmitted video stream.

Clone Profile Wizard

Video Options
Setthe video encoding options forthes profile.

Video bitrate 00| kbps
Frame rate 23| fps

B Resize Video 704 |3 x 564 |3 (source = 720x 576)
] Mairtsin Input Aspect Raftio

Algorithm Bilnear W

Use the resize button to use the software to adjust the resolution down to that which is required.

37



Audio Options Page

This will only appear if you have ticked Audio on the source page. It will allow you to choose the bandwidth
for audio, this will take up part of the overall bandwidth and will lessen the bandwidth afforded to the video
stream, so choose wisely!

Audio Options
Select the audio encoder options for this profile.

Audio Mode |AMR Mode

; S
AMR Mode 1 (5.15 kbps)
AMR Mode 2 (5.0 kbps)
AMR Mode 3 (6.70 kbps)
AMR Mode 4 (7.40 kbps)
AMR Mode 5 (7.95 kbps)
AMR Mode 6 (10.2 kbps)
AMR Mode 7 (12.2 kbps)

[7] Apply these settings to all profiles

<Baok [ tet> ] [ Canen ]

Profile name

The profile will be added according to what you have input into the video options page.

Profile Hame
[Erter a name to identify this profile.

Profile name | LR TN

Click through to finish and then REMEMBER TO SAVE PROJECT!

Options Button

G Options

Options will only be available if you are not encoding so press stop encoding if it is not visible. When you press
options you have various tabs, please see picture below;
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Output  Controller Video  Audic  Profle  General Location  Ewerfs/10

Server Host: |wrra.'~remmjnn.mm Port (3000 (=

Encoder Id:  VBOX833- |1 =
ssL []

Encryption Only

Encryption and Cardificate Authertication

Metwors Conneclion | Any e
MAC Addrees -
Adapter -

[ Text Oveday

Date & Time

TopLeft

Output tab - this mirrors the Output page in the Profiles set up. Once the default profile has been set up
and saved this is where you would change the Server host, Encoder ID, SSL, network to transmit and time and
date stamp, should this be required

Controller tab

Allows you to pick and choose what camera you want the encoder to stream

Ouput  Controller Video  Audic | Profle  General Location

Camera Controller .‘u"u;lau Server b

Cameras 1-3 Cameras 316 Cameras 17-24 Cameras 253

EA chanrel 1 Guad
EA channel 2 Canon M50E
EA Channel 3 ] e
B4 channel 4 ]
Video tab

39



Ouipwd Controller  Vid8d  fudic  Proffe  General  Location

Viden Renderr Ly W

Lbpe: wiindowhbi=n mendering

Seled :oom level bo it when wideo dmensons change E
Siloew et Liwera B change ok gt oplions O
Lisa bl HWY ancoder a
Bl DataSayer
Wax Video Buffer 10 - =aconds

Video Renderer drop down is only for the preview box on the encoder and legacy is used as it is less power
consuming on the CPU.

Select zoom level to fit when dimensions change keeps the preview windows visible in the encoders User
Interface when profile change results in a video dimension change.

Allow remote users to change cycle input options. Automatically cycles through the camera inputs. i.e. select
camera 1 for x seconds, change to camera 2 for x seconds, change to camera 3 for x seconds etc.

The Intel Hardware decode is not selected by default in order that the data saver will work. The hardware
decode should only be used if many encoders are planned to be transmitting at the same time.

Max video Buffer - This means the encoder will buffer 10 seconds worth of video before it decides the
bandwidth is insufficient and performs an auto profile switch down. (or stops sending to the server to allow it
to catch up)

Audio tab - hasa push to talk capability, tick the box should this be required and you have the appropriate

audio capture card. You will then see on the viewer in the PTZ page a PTT button that can be used to
communicate.

Profile tab

The Profiles tab allows you to set up the encoder to react to the transmission bandwidth available.
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| Output | Video | Audio | Profile | General | Location | Events/IO |

Auto decrease profile if bandwidth is exceeded.

[ Auto changeto profile | QCIF 1fps Bkbps after 200 | seconds
Progressive change until target profile is reached

Allow remote users to change these settings

In order for the automatic switching up/down of profiles to function comectly, you must
arange your profiles in increasing bandwidth order. Use the buttons below below to sort

your profiles.
Profile Name Video Bitrate

e )

QCIF 4fps 20kbps 20000

CIF 1fps 20kbps 20000 Move Up

CIF Zps 40kbps 40000

CIF Gfps B0kbps 20000

CIF 12ps 160kbps 160000

CIF 25fps 300kbps 300000

[ ok || Cancel |

Here you can stipulate via the first tick box, that if the transmission bit rate exceeds the bandwidth that you
currently have available the encoder will automatically drop you to the next available profile that you have set
up in your profiles. You can also select a profile to become the profile of choice by ticking auto change to
profile. Choose the profile desired and the time elapsed before the profile changes. For example you may have
been setting up and viewing in a very high bitrate and forgotten to change to a lower setting. Instead of using
up data rates on your sim card it will automatically return to a lower setting in a certain time period. You can
also use this to flex the bandwidth up, it may be that the bandwidth has been exceeded whilst you are mobile
and it has automatically flexed down. By auto changing the profile to a set profile after an amount of time the
encoder will try to go back to the higher bandwidth. The third box when ticked allows remote viewers to be
able to alter the profile according to their needs. If this box is not ticked no one will be able to change the
profile settings until you can connect into the Encoder again.

Sort by bitrate allows you to put the profiles in bit rate order if you have added bespoke profiles to your
default profiles. This must be in order for the encoder to auto decrease the bandwidth to the next lowest
bitrate.

General tab

Make sure the Video Server recording on/off is ticked, denoted by red arrow below.

This adds a configuration setting in encoder/options to determine whether channel recording status (and
therefore the ability to toggle recording on/off) is sent to V264Players or not.

If this is unchecked, no V264Player users will see the recording status, or be able to toggle it on/off. Also the
ability to allow users to turn the recording on and off through V264 is on a permission basis only. These
permissions are given in the Streaming server software as Recordings/Event Control.
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Options *

Video Audc  Profls  Gentrdl  Location  Events/10

[ Start encoding on appécation starup

Apphcation must be staried with & valld pregset file command ine paramster
(e, encoder e “c\best vepf)

O Reboot jprca) | encoding on apphcation siahup fals or | video soure
slops delbvening samples

Nurmbser of attempts when stating prenview, capture fals 3 =

B Abow partial video device name match

Vide device are often created with different names when pluggedinfio
differert USE ports. This can cause problems finding & device in saved
prefilas. Salact this option 1o treat devices B being the same § the firs 755
of ts nama matches

D ok wises thiss explion, therefiore, whare you genuinely do have 2 devicss
with aimast identical namas

E Hlow PTZ npﬂi.mnsinrrdeu’a'tpmfle:

[] Fomce server econnection every |1 3| ey
Abow Videa Sanver recondng on/off control to remote Usen:

’D Awzys On Top

Allow! or disallow recording status/toggle from V264Player

[ ok ] conce

If camera sources do ever stop delivering a picture a reboot may be forced by ticking the second box down.

Location tab

GPS will require extra configuration. Some units already have GPS integrated, such as the VB-35 and VB-36. If
your unit was delivered pre July 2016 this may not be enabled. Other products such as the VB-30 you can
program a USB GPS device by loading the drivers. Once GPS has been done successfully, tick the Enable GPS
Service Integration. GPS will now be enabled.

If no GPS is enabled you can pin point your location manually by pressing the button circled in red. The select
location page then comes up so you can drop and drag the marker to the desired location where you encoder
is situated.
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7 Select Location i = 'Ulﬂ
Video | Audio | Profie | General Location | Events/I0 | Map  Satelite
I Enable GPS Service Integration
Default Latitude I Example:  54.23193
North Sea
Default Longtude | -1.332253 Edln%\lw
Glasgow D
Unite
Kingdo —~
Isle of Man
Dublin Mancgester ‘ Hi
Ireland i
Amsterdam
® )
Lorgion Netherlands
L\%?ﬁsosels ‘?.? e
- Belgium f
97 TR
Luxembourg
Péris =

Go gle 3 l.!apDQm Terms of Use
_ox | _« [ ok | canca |
- /4

By enabling GPS this will send the GPS coordinates to the Windows V264 Player, open the Properties tab and
you can then double click on the GPS coordinates and it will bring up a marker on the map.

Events tab
Contact Vemotion for events set up and triggers. Not all units have this capability. A brief overview below;

VB-30 GPIO (4ch) is a bespoke connector on the unit below the DVI connector. The inputs are triggered by
grounding to OV. A relay will be needed if using anything other than just a switch to earth. The outputs are 5V
TTL which, in most cases, will need a relay to switch more powerful equipment.

Preview

B Vemotion Encoder - default.vepf =[O

m Project . Profiles ‘. ) Start encoding a Options

| 256144 fps Skbps

256144 4ps 20kbps

512288 Tps 20kbps

512288 Fps L0kbps

512¢2B8 Gps B0kbps

512¢288 1%ps 160kbps

512¢288 25ps 3D0kbps

640360 25ps 500kbps

Server: vma.vemotion.com:8000 'J Mot Connected J Mot Sending EI !I

Once you have configured the unit and have started encoding you may wish to change the Preview options to
suit your needs. It is recommended to conserve processing power that the Preview is set to None before the
unit is deployed for operational activities.
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Pin outs of each unit can be found below. The VB30 units are shipped with a ribbon cable for connectivity.
Please note relays are required the output from the units cannot directly operate equipment.

Operating the outputs is done in the player by right clicking the stream and selecting the operation required.

'f Vermnotion V284Player - (VMA Out The Box)

[# Logout £F Options

o N

Request Snapshot
| Set Alarm Output 3 || Alarm Output 1 r m on
Live Alarm Events ] Alarm Qutput 2 » On for (¥) seconds...
Alarm Output 3 3 Off

Alarm OQutputd  »

VB-30 GPIO schematic and Input

2 16

EEEEEEER
EEEEEEER
| |

1 15
Pin Definition

Ping Definition o Description
1 M.C - Mo connection
2 M.C - Mo connection
3 ] 1 Digital input channel 0
4 M.C. - Mo connection
5 o1 | Digital input channel 1
B Do 0 o Digital output channel O
7 MN.C. - M connection
8 Do o} Digital output channel 1
] oi_z 1 Digital input channel 2
10 D_GND GHD Drigital GND
11 oi_3 1 Digital input channel 3
12 Do _2 o Digital output channel 2
13 MN.C. - Mo connection
14 Do 3 o Digital output channel 3
15 M.C. | - Mo connection
16 O _GHD GHD Drigital GND
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INPUT

VB-30 el o

Ground OV

JYYYY\
Relay
Trigger
+V O Ot

OUTPUT

V B _ 3 0 GPIO Output PIN 5V TTL

Relay

Ground OV

+V i) T o0
Device to trigger

(signal/sounder)

VB30mu GPIO Schematic and Pinout

VB-30mu hardware driver (required) is available at:

http://downloads.vemotion.com/prerequisites/vb-30mu_GPIO.zip

Correct configuration of Vemotion IO service is also required. Please see the guide in the download.

[©

1 4

©
© (el

9 10

>

8 9

10

PIN 1 2 3 4 5 6 7
[Aihl=dla 1y 0 DIO7 | DIO6 | DIOS | DIO4 | DIO3 | DIO2 | DIO1

DIOD | VCC

GND
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INPUT

Ground PIN 10

VB_30mu GPIO input PIN 0"0 III
JYYYYL

Rl ay

Ground 0OV
Trigger

+V o gl II

OUTPUT

Ground PIN 10

VB_30mu GPIO Output PIN III

Falay

W Ground 0V
w——g ot I
Device to trigger

(signal/sounder)

VB-35 GPIO

(2ch) uses a green 8-way socket and a screw terminal connector. The inputs are triggered with a +VE between
3.3v and 32v. The outputs are 12v TTL which, in most cases, will need a relay to switch more powerful
equipment.
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DI Dry Contact Wiring Power Button Wiring

DI Source :
Input Low = <3.0V Py
Input High=>3.3V
Max. Input = <32V

DO
High : 12V / 80mA DC Output 12V / 2A
Low : OV

PINOUTS for PTZ
VB-30mu Pin pinouts for PTZ

The VB-30mu only has one comport and this is COM 2. The port is set to RS-485 as default however this can be
changed through the BIOS if required. Pins are set out as below for integrations with PTZ cameras.

PIN RS-485/422 RS-232

1 TX- GND
2 TX+ RXD
3 TXD
4 DCD

VB-30mu Changing from RS-485 to RS-232

For this you will need a monitor & keyboard plugged into the unit. Firstly pull the power from the VB-30mu.
Then reapply power and as soon as you have done this you need to keep pressing and releasing the delete key.
This will then take you to the Setup Utility.

e  Using the -> go from the Main to the Advanced tab.

e Using the down arrow highlight SIO FINTEK81803 then press enter

e Again using the down arrow press 2x to highlight ‘type” which should at this time be set to the default
RS485. Press enter then scroll to RS232 and press enter. Press F10 and it will ask you to exit and save
change. Press Enter on the Yes command.

Your COMPORT is now RS-232

Disabling Wi-Fi polling for external USB on VB-30mu

e  Startup Task Manager
e Select More Details
e  Select Start-up
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Here you can disable the Wifi Searching

VB-30 Comports, Power, Pin pinouts for PTZ

COM1 Top Right = RS485
COM2 Top Left = RS232
COM3 Bottom Left = RS422

COM4 Bottom Right = Video input

- R-N-N-J
OO

COM1/COM3 COM2/COM4
Pin#¥ | RS-232Mode | RS-422Mode | o100 Mode RS-232 Mode
(Two-wire 485)
1 DCD DCD
2 RX 422 TXD+ 485 TXD+/RXD+ RX
3 > 422 RXD+ X
4 DTR 422 RXD- DTR
5 GND GND GND GND
6 DSR DSR
7 RTS RTS
8 CTS 422 TXD- 485 TXD-/RXD- CTS
9 RI RI
VB-30 power cable V+ is the cable with the solid white line
PTZ Pin outs for VB-35
Pin Signal
RS232 RS422 RS485

1 COM1 _DCD TXD- TXD-RXD-

2 COMI1 _RXD TXD- TXD=RXD~

3 COM1 _TXD RXD~ NC

- COM1_DTR RXD- NC

5 GND GND GND

6 COMI1_DSR NC NC

7 COMI1_RTS NC NC

3 COM1_CTS NC NC

9 COMI1 RI NC NC

Pin outs for VB-36

VB-36 COM 1 & 2 can be set 232 or 485 a per table below;
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6 9

o000 |7

1 5
Pin Signal Pin Signal

1 COM2 DCD 2 COM2 RXD

(RS-485 TXD-/RXD-) (RS-485 TXD+/RXD+)

3 COM2 TXD 4 COM2 DTR

5 GND 6 COM2 DSR

4 COM2 RTS 8 COM2 CTS

9 COM2 RI#

Vemotion Watchdog software has been designed so that as soon as power is applied to the unit both the
Vemotion Video Server and Vemotion Encoder will start automatically. If it does not automatically start, check
it is saved in C:\Users\admin\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

This software can be used with any Vemotion products. Even if it is closed down it will still remain running in
the background. Please contact Vemotion should you wish to know more information.

/® Vemotion Watchdog R

File Tools Help

@ ivideoServer Running
@ Encoder ® Running
@ RouterRebooter Rurning
6% StreamingServer Disabled
@ Encoder Running

The only information you may have to change is, if you alter the profiles and you wish to save them as a
specific named project. For example set up and save either an analogue of IP set of profiles. All Vemotion
encoder projects should be saved in the C:drive.

Exchange Encoder Profile
To exchange encoder profiles, click tools and pause the Vemotion Watchdog;

4~ Vemotion Watchdog

Pause
Options

Right click on the encoder and go into properties;
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- Vemotion Watchdog
File  Tools Help

Disable

Remove

Properties

This will bring up the following page;
,J Application Properties >

Main ] Registry | Restart |

{* Ewecutable " Windows Service

ServiceMame

|EI‘|CEIE|EI'

Select the executable you wish the Watchdog to monitor.
|C: ‘Program Files (x86)\Wemotion\Encoder\Encoder. exe --

Optional command line arguments

"c: M vepf™

oK Cancel

Select the executable you wish watchdog to monitor which is the Encoder.exe file found at;

C:\Program Files (x86)\Vemotion\Encoder\Encoder.exe, it is possible to search for where the file is stored by
clicking the three dots.

This should not change from project to project however. The command line that must be changed is the
"c:\default.vepf"

Whatever your file is call in the C drive, must replace the default word, e.g if the file is called analogue it must
be "c:\analogue.vepf"

Press OK.

Click Tools/Resume and the new Encoder project will automatically start.

VB-30

On the VB-30 you have an external modem supplied with the unit. Insert the sim into the external modem and
then plug into the USB marked 4G. The Huawei software will start up on insertion to show the below;
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o | e ik x| | RS
out of date, which may affect your browsing experience. Please use Internet Explorer 9 (or later), Google Chrome, or Firefox.

English -
82 Huawer ol 1
V% :
Home!  statistics © sMs Update : Settings
i i i Connected
Connection Settings
4G l'
== ]
Current connection
Received/Sent: 184.07 KB/ 456.41KB Duration: 00:01:52

Go to settings and profile management to put the APN in if required and press apply.

|English =

anl

&2 Huawer
Home Statistics : SMS : Update :m:

Dial-u [-] -
? Profile Management
Mobile Connection
Network Settings Profile name: |Everywhere(default} =l
Securif (]
& User name: |eesecl|re ‘
System [+]
Password |-.uu ‘
APN: |evarﬁ.vhara ‘

The VB-35 has one internal modem and the VB-36 has either one or two internal modems depending on the
unit purchased.

VB-35 and VB-36

This units are delivered with 2 sim slots but only one should be used. One is sealed off.
The VB-36 can have two modems so in this case both sim slots will be made available.
The VB-35 has two sim slots, you only have one modem, so one will be sealed off with a label saying not used.

Whilst the unit is powered up, insert the sim. Make sure you gently slide the sim tray back in, if there is any
resistance then the sim tray is not lined up correctly. (Take the DB9 connector out if you cannot access
properly). Then pull the power completely for at least 10 seconds, do not just do a restart, the power has to be
completely pulled out of the unit.

Replace power supply and let the unit restart.

The network button at the bottom right of your screen will have a blue circle going round until it registers the
sim.

1
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Once the blue circle has disappeared left click the network button and choose the network you wish to
connect to and click connect. At this point it will either bring up the page you can enter your APN or if it does
not, left click on the cellular network to highlight it, right click and click on properties. This should bring up a
page with three tabs, Subscription, Profile and Security. Click on profile and enter the APN, user name and
password. Also make sure you have set ‘always connect automatically’ in the drop down box. It should now
connect to the network and the sim is registered.

If any more info is required please contact Vemotion — +44 (0) 8444 906 906 or info@vemotion.com

~ End of Document ~
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